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MASTER SOFTWARE AND SERVICES AGREEMENT 

This MASTER SOFTWARE AND SERVICES AGREEMENT (this “Agreement”) shall be effective as of October 1, 2020 

(the “Effective Date”) by and between Paciolan, LLC with a principal place of business at 5291 California Avenue, Suite 100, Irvine, 

CA 92617 (“Paciolan”) and Global Spectrum Facility Management, L.P. DBA Spectra Venue Management (“Agent”) with a principal 

place of business at 110 1st Avenue N.W., Moose Jaw, SK S6H 3L9 as agent for the City of Moose Jaw, and the Municipal Corporation 

of the City of Moose Jaw with a principal place of business at 228 Main St N, Moose Jaw, SK S6H 3J8  (“Customer”).  

NOW, THEREFORE, in consideration of the mutual promises and agreements contained in this Agreement, and for other 

good and valuable consideration, the receipt of which is hereby acknowledged, the parties hereby agree as follows: 

1. Definitions.  As used in this Agreement, the following terms 

shall have their respective meanings indicated below: 

(A) Documentation:  Any operating, training and reference 

manuals, including updates thereto, relating to the use of the 

Paciolan Software supplied by Paciolan pursuant to this 

Agreement. 

(B) Event:  A concert, sporting, entertainment or other act or 

event of any kind or nature whatsoever to be held at the Facility. 

(C) Facility: Mosaic Place located at 110 1st Avenue, N.W., 

Moose Jaw, SK S6H 3L9. 

(D) Hardware:  All of that certain computer hardware, 

communications equipment, terminals and devices provided to 

Customer herein and which is listed in the Hardware Section of 

the Investment Addendum or otherwise supplied by Paciolan 

during the Term. 

(E) Investment Addendum:  The Hardware, Software, 

Professional Services, subscription services, Support Services, 

terms, conditions, fees and pricing set forth in Exhibit C, as may 

be amended and supplemented from time to time. 

(F) Paciolan Software:  The proprietary software of Paciolan 

set forth in the Investment Addendum, including any updates, 

modifications, or customizations.  

(G) Professional Services:  The professional services to be 

provided by Paciolan, if any, set forth in the Investment 

Addendum, or otherwise provided by Paciolan pursuant to this 

Agreement. 

(H) Sellable Capacity: means the admission capacity of the 

Facility for any particular Event.  

(I) Software: Paciolan Software and Third Party Software. 

(J) Support Services:  The Software maintenance and 

support services made available to Customer by Paciolan in 

accordance with the terms set forth in the applicable Service 

Policies, in accordance with this Agreement.  

(K) System:  The data processing system consisting of the 

hosting subscription services, Hardware and Software licensed 

and/or provided to Customer. 

(L) Ticket:  A printed, electronic or other type of evidence 

of the right to occupy space at or to enter or attend an Event even 

if not evidenced by any physical manifestation of such right, such 

as a digital ticket, including, without limitation, tickets distributed 

via print-at-home technology or via mobile technology. 

(M) Third Party Software:  The software that is licensed or 

distributed by Paciolan to Customer that is not owned by Paciolan 

and is set forth hereto in the Investment Addendum or otherwise 

licensed to Customer pursuant to this Agreement. 

2. Term and Termination. 

(A) Term.  The term of this Agreement shall begin on the 

Effective Date and continue for seven (7) years (“Initial Term”).  

The City shall have the option to  renew up to two (2)) subsequent 

three (3) year periods (each a “Renewal Term”) under the then 

current terms by giving notice in writing at least ninety (90) days 

prior to the end of the Term of its intention to renew the 

Agreement.  The Initial Term, together with any Renewal Terms, 

is referred to herein as the “Term”.  For any Renewal Term, 

Paciolan shall be entitled to increase or otherwise adjust its fees 

charged under this Agreement upon notice to Customer delivered 

at least one hundred twenty (120) days prior to the 

commencement of the applicable Renewal Term. 

(B) Termination.  This Agreement may be terminated by 

either party in the event of any material breach of the terms and 

conditions of this Agreement by the other party, after the other 

party has received written notice of the breach, has been allowed 

thirty (30) business days to cure such breach, and has failed to 

cure such breach; or the filing of any voluntary or involuntary 

petition against the other party under the bankruptcy or insolvency 

laws of any applicable jurisdiction, which petition is not 

dismissed within sixty (60) days of filing, or upon any 

appointment of a receiver for all or any portion of the other party’s 

business, or any assignment of all or substantially all of the assets 

of such other party for the benefit of creditors.   

(C) Effects of Termination.  Notwithstanding anything to the 

contrary in this Agreement, any termination of this Agreement 

shall not relieve either party hereto of any of its obligations or 

liabilities accrued hereunder prior to such termination, including, 

but not limited to, accrued fees.  Any and all provisions in this 

Agreement which would reasonably be expected to survive 

termination or expiration of this Agreement shall survive and be 

enforceable after such termination or expiration, including 

without limitation provisions relating to confidentiality, 
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ownership, limitations of liability, audit rights, and effects of 

termination. 

3. License Grant. 

(A) Grant.  During the Term, Paciolan hereby grants to 

Customer, and Customer hereby accepts from Paciolan, a non-

exclusive and non-transferable license to use the Software as a 

service in order to use the System for internal business purposes and 

for purposes of selling Tickets and related items only, subject to the 

number of users and other restrictions, if any identified on the 

Investment Addendum, for the license fees set forth on the 

Investment Addendum. Software not provided as a subscription 

service will be provided in object code only.  The Software shall be 

used only for the processing of transactions in connection with 

Customer's own business, unless otherwise expressly authorized 

under this Agreement. Customer shall comply with and conform to 

all federal, provincial, municipal and other laws, ordinances and 

regulations in any way relating to the use of the System.  

(B) Restrictions.  Except as expressly permitted herein, 

Customer shall limit the use of the System to its employees who 

have appropriately familiarized themselves with the Software. 

Customer may authorize its third party contractors to use the System 

on Customer’s behalf, provided that Customer shall be responsible 

and liable for such third party contractors’ compliance with, and 

breach of, the terms and conditions of this Agreement applicable to 

such use. Customer shall not:  (a) permit any third party to use the 

Software, unless expressly permitted under this Agreement, (b) use 

the Software in conjunction with any ticket distribution company 

and/or software, other than Paciolan’s software or products; (c) 

disassemble, re-manufacture, re-configure, enhance, modify, 

create derivative works, decompile or reverse engineer the 

Software in any way, or merge the Software into any other 

program for any purpose; or (d) transfer, license or sub-license, 

assign, rent, sell, grant or otherwise make available the Software, 

or any rights therein or copies or derivatives thereof, unless 

expressly authorized by Paciolan under this Agreement.  

(C) Ownership.  All rights, title and interest to the Software, 

including but not limited to, the intellectual property rights therein, 

the Documentation, enhancements, conversions, upgrades, updates, 

enhancements, customizations, integrations, additions, 

modifications thereto, information contained therein, and any 

information, methods, formulae, techniques, processes, systems 

and programs devised, produced or supplied by Paciolan, in 

connection with this Agreement or otherwise (hereafter 

“Proprietary Information”)  will remain the sole and exclusive 

property of Paciolan or its licensors, and Customer shall have no 

right, title or interest therein or thereto except as a licensed user 

pursuant to the terms of this Agreement.  

 

(D) Exclusive Use.  Customer agrees to use the Paciolan 

Software and System, during the Term so long as such Software 

and System is fully implemented and functioning for use by 

Customer, as its exclusive source for primary and secondary 

ticketing for all Events at the Facility or any third party affiliate, 

via any and all currently existing or future means and methods of 

distribution (e.g. telephone, internet, online and offline 

distribution methods, computer, outlets, interactive television, 

clubs, auctions, member packages, promotions, etc.), including, 

but not limited to, (i) selling, reselling or distributing all Tickets, 

including applications for selling, reselling or distributing Tickets, 

to the Sellable Capacity for every Event, (ii) supporting the sale, 

resale and distribution of Tickets to all such Events, and (iii) 

tracking and authenticating Tickets sold or otherwise distributed 

to all such Events. Customer shall ensure that the entire Sellable 

Capacity for every Event shall be made available for distribution 

on the System. Customer shall not directly or indirectly advertise, 

promote, market, endorse or sponsor any third party that 

promotes, engages in or facilitates the sale, resale, distribution or 

issuance of tickets or otherwise engages in primary or secondary 

ticketing. 

(E) Additional Customers.  During the Term, Customer shall 

have the right, subject to Paciolan’s prior written consent, to enter 

into agreements with third parties (each, an “Additional 

Customer”) to sublicense the System in order to allow each such 

Additional Customer to use the System licensed hereunder on the 

same terms and conditions set forth herein which relate to 

Customer’s use of the System. Each written agreement between 

Customer and an Additional Customer, which shall be made 

available to Paciolan upon request,  shall be at least as protective 

of Paciolan’s rights as the terms set forth herein and shall provide 

that such Additional Customer expressly agree to comply with all 

of the provisions contained herein, as applicable, as if such 

Additional Customer were the “Customer” (as such term is used 

herein) and shall name Paciolan as a third party beneficiary of 

such agreement between Customer and such Additional 

Customer. Notwithstanding anything herein to the contrary, 

Customer shall remain primarily liable to Paciolan for any breach 

of the terms of this Agreement by such Additional Customer 

including but not limited to the payment of all fees due hereunder, 

regardless of whether or not such Additional Customer is deemed 

to be a party hereto.   

4. Customer Trademarks. Paciolan shall have the right and 

license to utilize and display Customer names, logos, brand marks 

(collectively, (“Customer Marks”) and other Customer content 

(“Customer Content”) to the extent necessary to include such 

Customer Marks and Customer Content for purposes of this 

Agreement. All such proposed uses by Paciolan of the Customer 

Marks and Customer Content are subject to Customer’s prior 

written approval.  Paciolan specifically acknowledges that the 

Customer Marks and Customer Content and all rights therein or 

thereto belong exclusively to Customer and that the Agreement, 

other than as specifically provided for herein, does not confer 

upon Paciolan any other rights or interest in the Customer Marks 

or Customer Content. 

5. e.Venue. Paciolan will create and maintain at a location of its 

choosing, Customer-branded website (the “Site”), that will 

provide to Customer the functions reasonably required for 

Customer to transact to the public its Tickets and other items 

contemplated by this Agreement.  Each page of the Site may 

include an attribution to Paciolan as follows: “Powered by 

Paciolan”, which may be modified by Paciolan, with written 
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approval (including email) of Customer, which shall not be 

unreasonably withheld, conditioned or delayed. 

6. Hardware. Paciolan shall provide to Customer the Hardware 

listed on the Investment Addendum. The Hardware to be used at 

a Facility, as mutually determined by Paciolan and Customer, 

shall be delivered to such Facility prior to the first Event at such 

Facility during which the Hardware will be used. All rights, title 

and ownership to such Hardware shall transfer to Customer upon 

delivery of the Hardware. In the event of loss or damage of any 

kind to any Hardware, Customer, at its sole option, shall within 

thirty (30) days after such loss or damage replace the Hardware 

with the same or similar property, in good repair, condition and 

working order to the satisfaction of configurations approved by 

Paciolan. Paciolan passes through to Customer, to the extent 

permitted, all applicable warranties with respect to the Hardware 

made available by the Hardware manufacturer. To the extent any 

third party software embedded in the Hardware is subject to an 

end user license or other applicable license terms of the owner of 

such third party software, then the use of such third party software 

by Customer shall be subject to such licenses. No later than five 

(5) years into the Term, Paciolan shall provide the Customer with 

options to upgrade the Hardware as applicable, with the terms and 

costs of such upgrades to be negotiated between the parties at that 

time.  

7. Third Party Software.  To the extent any Third Party 

Software is subject to an end user license or other applicable 

license terms of the owner of such Third Party Software, then the 

use of such Third Party Software shall be subject to such licenses. 

8. Fees and Payment Terms. 

(A) Fees.  Customer agrees to pay Paciolan the fees set forth 

on the Investment Addendum in accordance with the terms set 

forth in the Investment Addendum and this Agreement. 

(B) Minimum Annual Fee.  Customer will guarantee to 

Paciolan the minimum annual service fees (the “Minimum 

Annual Fees”) specified in the Investment Addendum hereto, if 

any.  The Minimum Annual Fee period will begin on October 1 

of each year and end on September 30 of the following year, 

unless mutually agreed otherwise in writing by both parties.  If, at 

the end of an annual period, the total fees subject to a Minimum 

Annual Fee requirement paid by Customer to Paciolan during 

such annual period is less than the amount of the specified 

Minimum Annual Fee, Paciolan will invoice Customer the 

balance remaining after subtracting the actual fees subject to a 

Minimum Annual Fee requirement paid to Paciolan during the 

period from the specified Minimum Annual Fee amount.  The 

Minimum Annual Fee will be prorated on a daily basis for the 

period of time commencing as of the Effective Date and ending 

on the immediately following August 31 and for the period of time 

commencing as of September 1 of the final year of the Term and 

ending upon expiration of the Term. 

(C) Invoices and Payment Terms.  Invoices are due and 

payable by Customer within thirty (30) days from date of the 

invoice.  Invoices may be transmitted via email.  

(D) Separately Billable Items. Subject to advance written 

approval of Customer, which may be via email, Customer shall 

reimburse Paciolan for reasonable travel, meals, lodging, 

brokerage fees, customs fees and other business expenses incurred 

by Paciolan personnel in the performance of this Agreement and 

Customer shall have the right to require Paciolan to supply 

reasonable documentation supporting the incurrence of such 

expenses.   

(E) Taxes. Customer shall, in addition to the other amounts 

payable under this Agreement, pay any and all goods and services 

(if applicable), sales, use, entertainment, amusement and other 

taxes, federal, state, local, provincial or otherwise, however 

designated, which are levied or imposed by reason of the 

transactions contemplated by this Agreement, including, but not 

limited to, the sale of each Ticket (or other item) or Hardware 

covered by this Agreement, excluding taxes on Paciolan’s 

income. Customers that are tax exempt must provide a certificate 

of tax exemption or other applicable documentation.  

9. Confidentiality.  The parties acknowledge that by reason of 

their relationship hereunder, they may from time to time disclose 

information, whether oral or written, regarding their vendors, 

product roadmap, business, software, software technology, 

intellectual property and other information (including without 

limitation, with respect to Paciolan, the Proprietary Information) 

that is confidential and of substantial value to the other party, 

which value would be impaired if such information were 

disclosed to third parties (“Confidential Information”), which 

include, but not limited to, any Paciolan proposals, requests for 

proposals (RFPs) or bids, Software, Documentation and the terms 

of this Agreement. Any such information that a reasonable person 

would determine to be confidential given the type of information 

and/or the circumstances of disclosure shall be deemed 

Confidential Information hereunder. Confidential Information 

shall not include information that (i) is or becomes generally 

available to the public other than as a result of the breach of the 

confidentiality obligations in this Agreement by the receiving 

party, (ii) is or has been independently acquired or developed by 

the receiving party without violating any of the confidentiality 

obligations in this Agreement, (iii) was within the receiving 

party’s possession prior to it being furnished to the receiving party 

by or on behalf of the disclosing party, or (iv) is received from a 

source other than the disclosing party; provided that, in the case 

of (iii) and (iv) above, the source of such information was not 

known by the receiving party to be bound by a confidentiality 

obligation to the disclosing party or any other party with respect 

to such information.  Each party agrees that it will keep the 

Confidential Information strictly confidential and will only use 

the Confidential Information of the other party as contemplated 

by the Agreement. Neither party shall disclose to any third party 

any Confidential Information revealed to it by the other party 

without the other party’s prior written consent, except to the 

extent expressly permitted by this Agreement; provided, however, 

that the receiving party may disclose the Confidential 

Information, or any portion thereof, to its directors, affiliates, 

vendors, and legal and financial advisors, who are bound by 

obligations of confidentiality (“Representatives”). Each party 

shall be responsible for its Representatives’ compliance with the 

confidentiality provisions in this Section with respect to the 
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Confidential Information of the other party shared with such 

Representatives. Each party shall use the same degree of care it 

employs with respect to its own Confidential Information of like 

importance, which in no event shall be less than a reasonable 

degree of care, to avoid disclosure or use of the other party’s 

Confidential Information.  In the event that either party receives a 

request to disclose all or any part of the Confidential Information 

of the other party under the terms of a subpoena, document request 

(including, but not limited to, pursuant to applicable open records 

laws), notice of deposition or other legal or regulatory proceeding, 

such party receiving the request shall notify the other party 

pursuant to this Agreement below, within forty-eight (48) hours 

after receipt of such legal request.  Each party agrees, as 

applicable, that any violation of Section 3 (License Grant) or 

Section 9 (Confidential Information) hereof, may result in 

irreparable harm to the non-breaching party and said non-

breaching party may be entitled to seek injunctive relief, in any 

court having proper jurisdiction (notwithstanding anything herein 

to the contrary) without the necessity of proving actual damages, 

in addition to any other remedy that the non-breaching party may 

have.   

10. Customer Data and Security Standards.   

(A) Customer Data. Customer will monitor and update its 

data and information in the System to ensure accuracy for use by 

the System. Customer agrees to collect and use the information 

(including personally identifiable information) processed by the 

System in connection with Customer’s use of the System (the 

“Customer Data”) in accordance with all applicable laws and 

Customer’s own posted privacy policies, which shall comply with 

all applicable laws, including but not limited to applicable local, 

provincial, federal/national and foreign privacy laws.  In 

connection with Customer’s use of the System, Customer shall 

conspicuously display a privacy policy on the Site that, at a 

minimum: (i) discloses Customer’s privacy practices; (ii) 

identifies the collection and use of user data and information 

gathered in connection with the Site and user’s use of the Site and 

System; and (iii) offers users an opportunity to opt out of (or opt-

in, as and if required by applicable law) the collection or use of 

data and information gathered in connection with the Site and 

System. Customer represents and warrants that (a) it has obtained 

the requisite approvals, authorizations and/or consents necessary 

for the transmission, use, storage and processing of Customer 

Data as contemplated hereunder; (b) Customer, and Customer 

Data shall comply with all applicable laws, rules and/or 

regulations  including, without limitation, laws relating to privacy 

and data security, with respect to its use of the Customer Data as 

contemplated hereunder. As between the parties, Customer is 

responsible for the content and legality of all Customer Data and 

will retain all right, title and interest (including any and all 

intellectual property rights) in and to the Customer Data and any 

modifications made thereto in the course of Customer’s use of the 

System.  Customer Data shall be the Confidential Information of 

Customer.    Paciolan also requires that Customer, in compliance 

with all applicable laws, include, in any email communications 

that Customer may make based on the Customer Data, a 

mechanism to provide the recipient with the right to “opt-out” 

from receiving further communications from Customer and that 

Customer honor all opt-out preferences, whether received directly 

by Customer or indirectly through Paciolan. Customer shall 

indemnify, defend and hold harmless Paciolan for Customer’s 

failure to perform any of its obligations under this Section.  

(B) Data License. Customer hereby authorizes, and provides 

a license to, Paciolan to use Customer Data for purposes of 

performing under this Agreement, improving its products and 

services and developing best practices for the benefit of Customer 

and Paciolan’s other customers, provided that such data may only 

be used by Paciolan for such product improvement and best 

practices purposes in aggregated and anonymous form (i.e. with 

personally identifiable information removed). For the avoidance 

of doubt, the authority and license granted herein shall survive any 

termination of this Agreement.  

(C) Security Standards.  

(i) PCI DSS. Paciolan will achieve and maintain 

Payment Card Industry Data Security Standard (“PCIDSS”) 

compliance against the version of PCI DSS published on the PCI 

SSC (PCI Security Standards Council) website. Upon Customer’s 

written request, Paciolan will provide Customer with evidence of 

its compliance with PCI DSS.  Paciolan acknowledges that 

Paciolan is responsible for implementing and maintaining 

reasonable security measures in compliance with PCI DSS for the 

security of cardholder data that Paciolan stores, processes or 

transmits on behalf of Customer.  In the event of a known breach, 

or otherwise unauthorized access to cardholder data stored at or 

for Paciolan on behalf of Customer, Paciolan shall immediately 

notify Customer, and provide Customer and its Qualified Security 

Assessors (QSAs) with reasonable access to Paciolan’s applicable 

facilities, personnel and records to conduct a review of Paciolan’s 

compliance with the PCIDSS requirements.  Paciolan will not be 

liable for the disclosure, monitoring, loss, alteration or corruption 

of cardholder data or other customer data to the extent it results 

from Customer’s failure to implement and enforce reasonable 

security measures, including but not limited to currently 

acceptable PCI DSS controls, to protect against the unauthorized 

use of facilities, computing devices, network access, and 

passwords. 

(ii) SOC2. During the Term, Paciolan shall undertake 

commercially reasonable efforts to maintain SSAE 18 SOC1 

Type 2 certification. Upon Customer’s written request, Paciolan 

will provide Customer with its most current SSAE 18 SOC1 Type 

2 report.  

11. Representations and Warranties. 

(A) Paciolan warrants that the Paciolan Software will 

materially perform in accordance with the Documentation.  If the 

Paciolan Software fails to materially perform in accordance with the 

Documentation, Paciolan's sole obligation under this warranty is to 

remedy such failure by repairing or replacing the Paciolan Software, 

in a manner consistent with Paciolan's regular business practices.  

(B) THE ABOVE WARRANTY IS A LIMITED 

WARRANTY AND IT IS THE ONLY WARRANTY MADE 

BY PACIOLAN.  PACIOLAN DISCLAIMS ALL OTHER 

EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT 
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NOT LIMITED TO, ALL IMPLIED WARRANTIES OF 

MERCHANTABILITY AND FITNESS FOR A PARTICULAR 

PURPOSE.  PACIOLAN DOES NOT WARRANT THAT THE 

SOFTWARE IS ERROR-FREE OR THAT OPERATION OF 

THE SYSTEM WILL BE SECURE OR UNINTERRUPTED. 

(C) Customer represents, warrants and covenants to Paciolan 

that: (i) this Agreement has been duly authorized, executed and 

delivered on behalf of Customer by its duly authorized 

representative and constitutes the legal, valid, and binding 

agreement of such party, enforceable in accordance with its terms; 

(ii) the entering into and performance of this Agreement will not 

violate any judgment, order, law, regulation or agreement 

applicable to Customer or violate the rights of any third party, or 

result in any breach of, constitute a default under any agreement 

to which such party is a party; and (iii) no agreement or 

understanding between Customer and any third party contains or 

shall contain any provision inconsistent with any provision, or the 

purpose or intent, of this Agreement. 

12. Limitation of Liability.  IN NO EVENT SHALL 

PACIOLAN BE LIABLE FOR ANY INDIRECT, 

CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, SPECIAL 

OR PUNITIVE DAMAGES, INCLUDING LOST REVENUES, 

LOST OR DESTROYED DATA, LOST TICKET OR ANY 

OTHER ECONOMIC LOSS, OF ANY TYPE OR NATURE, 

EVEN IF PACIOLAN HAS BEEN ADVISED OF THE 

POSSIBILITY OF SUCH DAMAGES.  NEITHER 

OCCASIONAL SHORT TERM INTERRUPTIONS OF 

SERVICE WHICH ARE NOT UNREASONABLE UNDER 

COMPARABLE INDUSTRY STANDARDS NOR 

INTERRUPTIONS OF SERVICE RESULTING FROM 

EVENTS OR CIRCUMSTANCES BEYOND PACIOLAN’S 

REASONABLE CONTROL SHALL BE CAUSE FOR ANY 

LIABILITY OR CLAIM AGAINST PACIOLAN 

HEREUNDER, NOR SHALL ANY SUCH OCCASION 

RENDER PACIOLAN IN DEFAULT UNDER THIS 

AGREEMENT. IN NO EVENT SHALL PACIOLAN’S 

LIABILITY UNDER THIS AGREEMENT EXCEED THE 

TOTAL AMOUNT OF PAYMENTS PAID BY CUSTOMER 

TO PACIOLAN DURING THE TWELVE (12) MONTHS 

PRECEDING THE APPLICABLE CLAIM.  

13. Support Services.  Paciolan will supply Customer with the 

Support Services in accordance with Paciolan’s support policies 

and procedures (“Service Policies”).  If any provision of the 

Service Policies conflicts with the Agreement, then the 

Agreement shall prevail. The Support Services do not include 

assistance with integration to external Customer systems or 

custom reports specific to unique business operations.  

14. Services.  The delivery of all Professional Services, if any, 

and subscription services, if any, to Customer will be governed by 

this Agreement and the Investment Addendum or a Statement of 

Work. Acceptance of each applicable component of the System 

and the corresponding Professional Services, as applicable, by 

Customer will be deemed to have occurred as soon as such 

applicable component of the System is delivered and available for 

Customer use. Upon Customer’s first use of the applicable 

component of the System, Customer shall provide Paciolan with 

a certificate of acceptance.  

15. Miscellaneous.  Customer’s execution of this Agreement 

indicates approval for Customer to be listed as a Paciolan client in 

monthly newsletters for distribution to event industry clients, in 

product boiler plate information, and in future releases about 

Paciolan products and services for distribution to trade and 

consumer media.  At any time, Customer may, in its sole 

discretion, direct Paciolan to stop using Customer’s name for the 

purposes listed in the preceding sentence by sending notice to 

Paciolan.   Upon Paciolan’s request, the parties shall issue a press 

release regarding the execution of this Agreement within thirty 

(30) days of the request, subject to the prior written approval of 

the parties, which shall not be unreasonably withheld, conditioned 

or delayed.  Any notices required to be given under this 

Agreement must be sent to each party, in writing, at the address 

set forth in the opening paragraph of this Agreement or at such 

address as may be provided by each party in writing from time to 

time, by overnight courier with proof of delivery.  Notices will be 

deemed effective the day of delivery. Neither party will be liable 

for inadequate performance to the extent caused by a condition 

(for example, natural disaster, act of war or terrorism, riot, labor 

condition, governmental action, pandemic, epidemic, infectious 

disease and Internet disturbance) that was beyond the party's 

reasonable control. Failure to enforce any provision of this 

Agreement will not constitute a waiver. If any provision of this 

Agreement is found unenforceable, the balance of the Agreement 

will remain in full force and effect. The parties are independent 

contractors, and this Agreement does not create an agency, 

partnership or joint venture. Nothing in this Agreement will limit 

either party's ability to seek equitable relief. Any amendment 

(which may be in the form of an addendum) must be in writing 

and expressly state that it is amending this Agreement. The terms, 

conditions, provisions and undertakings of this Agreement shall 

be binding upon and inure to the benefit of each of the parties 

hereto and their respective successors and permitted assigns; 

provided, however, that this Agreement shall not be binding until 

executed by each of the parties. This Agreement may be executed 

in multiple counterparts which when taken together constitute a 

single instrument. This Agreement (including its Exhibits, which 

are incorporated herein by reference) constitutes the entire and 

exclusive agreement between the parties hereto with respect to the 

subject matter hereof and supersedes and cancels all previous oral 

or written communications, proposals, agreements, and 

commitments. All purchase orders submitted by Customer shall 

be deemed to incorporate and be subject to the terms and 

conditions of this Agreement.  Without the prior written consent 

of other party, neither party shall assign or transfer this 

Agreement, except in the event of an assignment by a party to any 

parent, subsidiary, affiliate or successor-in-interest (including, 

without limitation, a successor by virtue of an acquisition), in 

which event no such consent shall be required. Facsimile and 

electronic signatures shall be accepted as if the same were original 

signatures. 

16. Agency. Agent represents and warrants that it has the 

authority as Customer’s agent to bind Customer to the Agreement 

and that all of Agent’s actions related to the Agreement, as 

amended from time to time, will be within the scope of such 
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agency. Agent will defend, indemnify, and hold harmless 

Paciolan from claims, damages, losses and liability resulting from 

Agent’s alleged breach of the foregoing sentence.  

 

 

 

 



 

11481360872,,,Schedule A_Moose Jaw (Mosaic Place) Master Services Agreement with 

Paciolan  7 of 14 

IN WITNESS WHEREOF, each party has caused this Agreement to be executed by its duly authorized 

representative. 

 

 

PACIOLAN, LLC 

 

 

Signature:   

Name:   

Title:   

Date:   

 

 

GLOBAL SPECTRUM FACILITY 

MANAGEMENT, L.P DBA SPECTRA VENUE 

MANAGEMENT AS AGENT FOR THE CITY OF 

MOOSE JAW, SASKATCHEWAN 

 

Signature:   

Name:   

Title:   

Date:   

 

 

 

 

 

 

CITY OF MOOSE JAW, SASKACHEWAN 

Signature:   

Name:   

Title:   

Date:   

 

 

CITY OF MOOSE JAW, SASKACHEWAN 

Signature:   

Name:   

Title:   

Date:   

 

 

 

 

 

 

 

 

 

 

 

 

 

[SIGNATURE PAGE TO MASTER SOFTWARE AND SERVICES AGREEMENT] 
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EXHIBIT A:  PACMAIL ADDENDUM 

  
This PACMail Addendum (“Addendum”) sets forth additional terms and conditions applicable to the license granted to the 

PACMAIL component of the Software. This Addendum shall be subject to the terms and conditions of the Agreement. In the event of 

any conflict between this Addendum and the Agreement, this Addendum shall prevail.  

1. Defined Terms.  

“Advertising Materials” means the promotional and/or creative 

content of email messages sent under this Addendum on behalf of 

Customer. 

 “Collecting Entity” mean the entity that collects email addresses 

for use under this Addendum.  

“E-mail” or “email” means any electronic mail transmission 

(whether in the form of messages and/or files) that is sent or 

received by Customer through use of the PACMail Software. 

 “Landing Zone” or “landing zone” means the mutually agreed 

upon data format between Customer and Paciolan with respect to 

fields included, data types and delimiters.  

“Notice to Users” means an online notice to Users describing the 

practices of Customer and/or their respective vendors regarding 

the collection, use and disclosure of email addresses, and the Opt 

Out Opportunity of such User. Where required by applicable law, 

“Notice to Users” also means notification to the appropriate 

governmental registrar or entity regarding the practices of 

Customer and/or its agents regarding the collection, use and 

disclosure of email addresses.  

 “Opt Out Opportunity” means an effective medium by which a 

User can notify Customer that the User declines to participate in 

the practices of Customer regarding the collection, use and 

disclosure of email addresses.  

“Privacy Rules, Regulation and Principles” means rules, 

regulations and principles promulgated by government  entities, 

industry self regulatory organizations or industry overseers 

generally recognized in a jurisdiction in which Licensed Services 

are rendered with respect to the privacy, the distribution of email 

messages, and data protection, including, without limitation, the 

European Union General Data Protection Regulation (GDPR), the 

United Kingdom Data Protection Act of 1998, the United States 

Children’s Online Privacy Protection Act (COPPA), United State 

CAN-SPAM Act,  any future regulation or guidelines that may be 

adopted by the Department of Commerce the Federal Trade 

Commission or other agency of the government of the United 

States with respect to privacy or data protection, Canada’s Anti-

Spam Law (CASL), and the Self-Regulatory Principles of the 

Digital Advertising Alliance (“DAA”) and the Code of Conduct 

of the Network Advertising Initiative (“NAI”).  

“User” means the person corresponding to an email address.  

“User Consent” means: (i) for email addresses collected outside 

the United States, consent required under applicable law; and (ii) 

for email addresses collected in the United States means an 

affirmative act by the User giving Customer or its agents/vendors 

permission to send promotional email messages to the User. User 

Consent may be given at the time that the Collecting Entity 

collects the email address or as otherwise proscribed by applicable 

law.  

“Web Site” means any point of presence maintained on the 

Internet or on any other public data network.  

2. Delivery of Licensed Services; Licenses. 

(A) Delivery.  Paciolan licenses proprietary technologies and 

processes to provide Customer with the “Licensed Services”, 

which include an Internet-based, email marketing solution that 

allows Customer to send email promotional messages to fans, 

patrons or visitors (i.e. Users). The Licensed Services will be 

accessible to Customer through an Internet site hosted by Paciolan 

or its licensors at a URL to be designated by Paciolan from time 

to time (collectively, the “Site”).  

(B) Ownership; No Implied Licenses The Intellectual 

Property Rights in the “look and feel” of the Site and/or the 

content provided by Customer shall be owned by Customer; 

provided, however, that all of the Intellectual Property Rights in 

the underlying software utilized in connection with the Site, 

including, without limitation, the PACMail component of the 

Paciolan Software, shall be owned exclusively by Paciolan or its 

licensors. All Intellectual Property Rights in the Customer Marks 

(as defined below), shall be owned exclusively by Customer (it 

being understood that Paciolan shall have the right and license to 

utilize and display such Customer Mark to the extent necessary to 

include such names, logos and other Customer content on the Site. 

“Intellectual Property Rights” means worldwide rights associated 

with (i) inventions, including patents, patent applications and 

statutory invention registrations or certificates of invention, 

(ii) trademarks, service marks, domain names, trade dress, logos, 

and other brand or source distinctions, including related 

registrations and applications for registration, (iii) works of 

authorship, including copyright registrations, applications 

therefore, and moral rights, (iv) trade secrets and know-how, 

(v) divisions, continuations, renewals and re-issuances of the 

foregoing now existing or acquired in the future, and (vi) other 

intellectual property rights of any type throughout the world.  

Except as provided with respect to Customer License in 

Section 2(A), nothing set forth in this Addendum shall be deemed 

to grant or imply any license to the Site. 

(C) Customer Marks.  All proposed uses by Paciolan of the 

Customer trademarks, trade names, logos and other brand marks 

(collectively the “Customer Marks”) are subject to Customer’s 

prior approval.  Paciolan specifically acknowledges that the 

Customer Marks and all rights therein belong exclusively to 

Customer. Each page of the Site shall include an attribution to 
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Paciolan.  Paciolan reserves the right to modify this attribution 

from time to time during the term of this Addendum and update 

the attribution on the Site.   

(D) Customer License.  Paciolan hereby grants to Customer 

a non-exclusive, non-transferable license (the “Customer 

License”) to access and use the Site and to conduct and use the 

Site for Customer’s internal business purposes. 

(E) License Restrictions.  The Customer License shall be 

subject to the following restrictions:  (i) Customer shall access and 

use the Site only for the intended uses and purposes for which the 

Site is designed; (ii) Customer shall not knowingly permit any 

person, other than its authorized employees, agents or contractors 

who have been assigned passwords by its system administrator, to 

access the Site; (iii) Customer shall not have any access to the 

source code to the Site and shall not reverse engineer, reverse 

assemble, decompile or otherwise derive source code from the 

Site; (iv) the Customer shall not remove, modify or obscure any 

copyright, trademark, patent and other proprietary notices that 

appear on the Site, or during the use of such solution; and 

(v) except as set forth herein, the Customer shall not rent, lease or 

lend the Site to any third party. 

3. Customer Warranties.  Customer represents and warrants 

that: (a) Customer has the right to enter into this Addendum and 

fully perform the obligations herein; (b) there is no contract, 

commitment or agreement to which Customer is a party that 

conflicts with this Addendum; (c) Customer shall comply with all 

applicable laws (including, but not limited to, applicable Privacy 

Rules, Regulations and Principles); and (d) Customer has the skill 

and experience necessary to the perform the services 

contemplated by this Addendum in a professional manner. 

Customer further represents and warrants that: (i) Customer has 

all authority, by ownership, license or otherwise, to use and 

publish the entire content of the Advertising Materials; and (ii) 

Customer or its agents has the right, either by ownership or 

license, to use, publish and supply to Paciolan the email addresses 

contemplated hereunder. Customer hereby expressly disclaims 

any representations and warranties by Paciolan’s licensor of the 

Licensed Services to Customer, and all liability of such licensor 

to Customer.  

4. Customer Responsibilities.  Customer agrees to: 

(A) Update Customer’s corporate web site with marketing 

information regarding the Site; 

(B) Establish a client login button, if applicable, on 

Customer’s corporate web site that will transport the client (i.e. 

customer of Customer) to the Site; 

(C) Not permit any service competitive with the Site to 

originate from or be accessed by the Customer’s Website;  

(D)  Not use the Software or services provided hereunder to 

promote the offerings of any third party ticketing solutions 

provider, except as expressly approved by Paciolan in writing; and 

(E) Further ensure that its privacy policy, as may be 

amended from time to time, complies with all applicable state and 

federal laws, rules and regulations, including, without limitation, 

Privacy Rules, Regulations and Principles.  Customer shall 

publish its standard privacy policy in a prominent location on the 

Site for viewing by clients and shall provide adequate notice, 

disclosure and choice to clients regarding its collection, use and 

disclosure of client information. 

(F) Agrees that, in connection with its use of the Licensed 

Services and PACMail Software and without limiting the 

generality of the obligations of Customer contained elsewhere 

herein, Customer shall ensure that (i) Customer’s use of the 

Licensed Services and PACMail Software, including email 

addresses, under this Addendum will not violate any applicable 

Privacy Rules, Regulations or Principles, (ii) for all email 

addresses used by Customer under this Addendum, the User will 

have been given a Notice to Users and an Opt Out Opportunity, 

and the User will have given his or her User Consent, as 

appropriate for the country or residence of such User, and (iii) 

Customer will not send unlawful or unsolicited email (commonly 

known as “spam” or “junk” mail). 

(G) Conduct business in a manner which reflects favorably 

at all times on the goodwill and reputation of Paciolan, and will 

avoid deceptive, misleading and unethical practices. 

5. Additional Terms.  In the event that Paciolan becomes 

aware of or believes in Paciolan’s reasonable judgment, based on 

Paciolan’s information from carriers of email messages or other 

industry self regulatory organization or other industry overseer, 

that any email activity delivery by Paciolan or Customer for 

Customer under this Addendum includes messages to Users in 

violation of the terms of this Addendum, Paciolan shall have the 

right to take any and all of the actions described below in this 

section until such time as Paciolan can confirm the compliance of 

Customer with this Addendum. Paciolan will immediately notify 

Customer of such noncompliance and allow Customer to join the 

actions to confirm such compliance. In the event that Paciolan 

determines, after consultation with Customer, that email activity 

included messages to Users in violation of this Addendum, then: 

(a) Paciolan may cease further email activity for the particular 

mailing upon notice to Customer; (b) Paciolan may cease to 

service Customer until such time as Paciolan reasonably assures 

itself that Customer’s information and email messages are and 

will continue to comply with this Addendum; (c) if Paciolan 

believes, in its sole discretion and reasonable judgment, that as a 

result of continued services to Customer, Paciolan may be 

restricted from distributing emails over certain networks or be 

“blacklisted” by an industry self regulatory organization or other 

industry overseers, Paciolan may cease to provide any further 

service to Customer until such time as Paciolan can be reasonably 

assured that, by continued services to Customer, such industry self 

regulatory organization or other industry overseer will not restrict 

Paciolan from distributing emails over certain networks, blacklist 

Paciolan or otherwise interrupt service to or from Paciolan. 

Paciolan and Customer will work diligently to resolve any issues 

in this area to the benefit of all parties. Paciolan shall not have any 

right to discontinue the services hereunder if such restriction or 
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blacklisting is a result of anything other than Paciolan’s service to 

Customer (e.g. for Paciolan’s services to its other customers, or 

for general trends among privacy interest groups). If during any 

six (6) month period, the actions or failures of Customer give rise 

to the right of Paciolan with respect to three (3) separate 

campaigns to rightfully discontinue services pursuant to this 

Addendum, Paciolan shall have the right to provide Customer 

with a non-service notice, which notice shall inform Customer 

that it has thirty (30) days to provide to Paciolan a written plan to 

remedy the failures as described above (a “Remedy Plan”). In the 

event that (a) Paciolan does not receive a Remedy Plan, or (b) 

during the ninety (90) days following receipt of the Remedy Plan 

another action or failure of Customer gives rise to the right of 

Paciolan to discontinue services with respect to Customer 

pursuant to this Addendum,  Paciolan shall have the right to 

provide Customer with a non-service termination notice, which 

notice shall inform Customer that it has thirty (30) days from such 

notice to notify Paciolan of Customer election to either commence 

self services of the product (such self service to commence within 

180 days of the notice or such other date as the parties may 

determine), or terminate this Addendum. In the event of 

termination of this Addendum pursuant to this section, Paciolan 

will continue to service opt-in clients of Customer 180 days from 

notice by Customer of its election to terminate.  

6. Indemnification. Customer shall defend and indemnify 

Paciolan and its parents, subsidiaries, and their officers, directors, 

employees and agents and their successors and assigns 

(collectively, for purposes of this section, “Paciolan’s 

Indemnitees”) against, and hold Paciolan’s Indemnitees harmless 

from, any and all claims, actions, damages, expenses (including 

court costs and reasonable legal fees), obligations, losses, 

liabilities and liens, imposed on, incurred by, or asserted against 

Paciolan’s Indemnitees occurring as a result of, or in connection 

with: (i) any breach under this Addendum by Customer or any of 

its officers, directors, employees and agents; (ii) use of the 

Services; (iii) use of the Site; or (iv) Customer’s use of customer 

data.   

7. Transition. At no additional charge, Paciolan may 

transition Customer to services provided by a different third party 

that are similar to the Licensed Services under similar terms and 

conditions, subject to such third party’s required pass through 

terms and conditions.
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EXHIBIT B: MERCHANT SERVICES ADDENDUM 

This Merchant Service Addendum (“Addendum”) sets for certain terms, conditions, obligations and commitments by Paciolan and 

Customer applicable to the merchant credit card processing services (“Services”) to be provided by Paciolan to Customer.  

 

1. Credit Card Processing.  Paciolan shall collect all money received from sales managed by Paciolan for Customer and holding 

all monies, including applicable taxes, less amounts due Paciolan, for the benefit of Customer and, where applicable, Event promoters. 

Paciolan will make such funds available to Customer by ACH Transfer, less any amounts due Paciolan by Customer according to the 

Investment Addendum or as otherwise reserved as provided herein (the “Settlement”). Each dispersal of funds to Customer shall be 

accompanied by a System report. System reports will form the basis for determining the gross receipts and deductions for Customer 

sales and shall be conclusive as to all amounts contained therein. At all times during the Term and for one (1) year thereafter, but no 

more than once per year, Customer shall have the right, at its own expense and on reasonable prior notice, to audit sales managed by 

Paciolan for Customer. Paciolan shall provide Customer with the ability to process payment for all sales with Visa, MasterCard, 

Discover, and American Express credit cards. Processing fees charged to Customer by Paciolan are set forth on the Investment 

Addendum and are subject to automatic increase upon notice due to increases imposed on Paciolan by its merchant bank. Customer also 

agrees to pay all credit card fees relative to the purchase price of such sales, any additional convenience fees that Customer may add to 

the sale, taxes or any other charges added to the price, and all fees imposed by the merchant bank or any credit card network or association 

for refunds that Customer may make or authorize Paciolan to make. Customer is responsible for all costs or expenses related to fraudulent 

credit card use, chargebacks or disputes, and any other fees associated therewith (individually and collectively “Chargebacks”). Paciolan 

will make every reasonable effort to document the Chargebacks with its merchant bank and to rectify the Chargebacks with purchasers. 

Any unresolved Chargebacks will be documented to Customer and deducted at Settlement. Customer acknowledges that due to banking 

regulations, Chargebacks which occur under this Agreement may occur up to eighteen (18) months from the date in which a purchaser 

has conducted a transaction through the System. Chargebacks which are a result of fraud have no timeframe limitation on purchaser’s 

and/or card holder’s ability to recover such charges. At the conclusion of the Term, Paciolan will retain an a mutually agreed upon 

amount (via email) from the final Settlement for six (6) months for any unresolved Chargebacks. Customer acknowledges and agrees 

that in the case of any cancellation of an Event for which Paciolan processes payment via credit card, Paciolan is obligated to make 

refunds to those Ticket buyers that paid for Tickets via credit card, within two (2) business days of the time of Customer’s announcement 

of the cancellation of the Event. Customer authorizes Paciolan to refund the Customer established Ticket price and convenience fee(s)  

and shall (i) promptly and effectively advertise to the general public its policy and procedures on refunds to Ticket holders and, (ii) 

within two (2) business days of Customer’s announcement of the cancelled Event, provide Paciolan with sufficient funds, based on the 

System reports, to make such refunds, provided that Paciolan may withhold funds from the sale of Tickets to other Events to the extent 

of any deficiency in funds to make refunds. Any failure by Customer to timely remit the required funds as requested by Paciolan shall 

entitle Paciolan to terminate the Original Agreement in addition to any other right to which Paciolan may then be entitled. As a condition 

to any termination of the Agreement by Customer, whether upon expiration of the Term or otherwise, Customer shall be required to 

remit to Paciolan funds equal to the Ticket price and convenience fees for all Tickets sold via credit card for Events of Customer 

scheduled to occur after the date of termination (each a “Post Termination Event”), which Paciolan shall deposit in an interest bearing 

segregated account and from which Paciolan shall be entitled to pay refunds on account of any Post Termination Event which is 

cancelled. Upon the occurrence of any Post Termination Event, Paciolan shall remit to Customer, within two (2) business days from the 

date of such Post Termination Event, an amount equal to the Ticket price and convenience fees sold via credit card for such Post 

Termination Event held in the Paciolan segregated account, together with interest earned thereon, less any amounts due Paciolan from 

Customer.] 

 

2. PCIDSS. Paciolan will achieve and maintain Payment Card Industry Data Security Standard (“PCIDSS”) compliance against 

the version of PCI DSS published on the PCI SSC (PCI Security Standards Council) website. Upon Customer’s written request, Paciolan 

will provide Customer with evidence of its compliance with PCI DSS.  Paciolan acknowledges that Paciolan is responsible for 

implementing and maintaining reasonable security measures in compliance with PCI DSS for the security of cardholder data that 

Paciolan stores, processes or transmits on behalf of Customer.  In the event of a known breach, or intrusion of, or otherwise unauthorized 

access to cardholder data stored at or for Paciolan on behalf of Customer, Paciolan shall immediately notify Customer, and provide 

Customer and its Qualified Security Assessors (QSAs) with reasonable access to Paciolan’s applicable facilities, personnel and records 

to conduct a review of Paciolan’s compliance with the PCI DSS requirements.  Paciolan will not be liable for the disclosure, monitoring, 

loss, alteration or corruption of cardholder data or other customer data to the extent it results from Customer’s failure to implement and 

enforce reasonable security measures, including but not limited to comply with this Addendum and currently acceptable PCI DSS 

controls, to protect against the unauthorized use of facilities, computing devices, network access, and passwords. 

 

3. Paciolan Obligations and Responsibilities. Paciolan will provide the Services in accordance with PCI DSS requirements and 

the P2PE Self-Assessment Questionnaire (SAQ).  

 

4. Customer Obligations and Responsibilities.  

a.  In order to begin accepting credit card payments, each Customer business unit must receive prior written approval from 

Paciolan, which may be via email. All Customer business units that process credit card and debit card transactions under Paciolan’s 
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Services must ensure that the payment process and related recordkeeping procedures follow Paciolan’s policies and procedures, PCIDSS 

and all applicable laws. Signed charge slips for card present transactions will be maintained by Customer for three (3) years. These 

procedures apply to all Customer employees, contractors, tenant teams, outlets, students, agents, vendors and other personnel (“Customer 

Personnel”) involved in the processing of debit and credit card payments in connection with the Services. Customer shall be responsible 

and liable for Customer’s Personnel’s compliance with this Addendum.  

b. Customer will be responsible for ensuring all users of Paciolan’s ticketing systems, services and environment (System) 

employed, engaged, contracted, retained by or associated with Customer, including but not limited to, Customer Personnel, follow 

comply with this Addendum. Customer will complete an annual review of this Addendum and verify its and its Customer Personnel’s 

commitment to comply with this Addendum, provide adequate training and informational meetings to Customer Personnel handling 

credit card functions, and implement appropriate procedures as provided in this Addendum. In addition, Customer: 

i. Will ensure all payment processing is only via the validated PCI Point-to-Point Encryption (P2PE) solution approved and listed 

by Paciolan, unless Paciolan authorizes the use of other means in circumstances wherein the P2PE solution provider has outages 

or maintenance. 

ii. Will ensure that the only systems in the Customer environment that process or transmit account data are the Point of Interaction 

(POI) devices, using Paciolan approved payment application (Pac7) which are approved for use with the validated and PCI-

listed P2PE solution. 

iii. Will not otherwise receive or transmit cardholder data electronically. 

iv. Will Implement all controls in the P2PE Instruction Manual (PIM) provided by the P2PE Solution Provider. 

v. Will protect the P2PE devices that capture payment card data via direct physical interaction against tampering and substitution, 

by periodically inspecting such devices, training Customer Personnel to be aware of suspicious behavior and reporting any 

tampering or substitution of such devices. 

vi. Ensure that each Customer Personnel read and comply with this Addendum.  

c. Customer shall be responsible for and ensure the following:  

i. Any Customer department and/or Customer Personnel that accepts, captures, stores, transmits and/or processes credit or debit 

card information must comply with this Addendum and participate in the annual self-assessment process and training. 

ii. Only authorized and properly trained Customer Personnel may accept and/or access credit or debit card information. No other 

individuals may have access to credit card information. 

iii. Customer may only accept and process credit and debit card payments by methods that are approved by the Paciolan’s authorized 

personnel. Customer may only utilize card payment methods authorized in writing by Paciolan’s authorized personnel.  

iv. Paciolan has contracted with VISA Cybersource to provide credit card payment gateway services and Bluefin Payment Systems 

to provide PCI-DSS validated P2PE card-swiping devices. The Bluefin Payment Systems’ ID Tech SRedKEY device is the 

authorized method of payment processing for on-line credit card transactions. Paciolan uses a version of Cybersource which has 

also been certified as compliant with PCI-DSS. 

v. Electronic storage of credit card information at Customer location devices will not occur because of the increased risk that it 

presents. 

vi. Each Customer Personnel who has access to credit or debit card information is responsible for protecting that information on 

behalf of Customer. Credit and debit card information must be securely destroyed as soon as it is no longer necessary to maintain 

the information by Customer. Physical documents containing credit or debit card information must be stored by Customer in 

secured access-controlled locations such as locked cabinets. The validation code and personal identification number should not 

be stored in any form. In no case should credit card information be transmitted by Customer or Customer Personnel via insecure 

protocols like email or text message. 

vii. Each Customer department that handles credit card information must have written procedures for complying with PCI-DSS and 

providing appropriate segregation of duties. 

viii. Suspected theft of credit or debit card information or inappropriate activity must be reported immediately to Paciolan’s Technical 

Security Staff and Paciolan’s Customer Services Department. 

d. Customer shall ensure that Customer and Customer personnel comply with the following:  

i. Customer and Customer Personnel will NOT do the following:  

1. Do not transmit cardholder’s credit card data by e-mail or fax; 

2. Do not store credit card data for repeat customers on paper in an unsecured area; 

3. Do not store PIN or CVV2/CVC2/CID number; 

4. Do not electronically store on any system, computer file or server, any unencrypted credit card data; 

5. Do not electronically store any credit card data on laptop or PC’s;  

6. Do not share user IDs for systems access; 

7. Never acquire or disclose any cardholder’s data without the cardholder’s consent; 

8. Do not use Paciolan TRes product (via SB Client) to process, transmit or look-up credit card data; and 

9. Do not perform any credit card related functions (Process, transmit or look-up) via the Pac7 interface with the check box 

for “Use Encrypted Card Reader” unchecked within the payment options under Pac7 controls.   

ii. Customer and Customer Personnel will do the following:  

1. Store all physical documents containing credit card data in a locked drawer, locked file cabinet, or locked office; 
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2. Maintain strict control over the internal and external distribution that contains credit card data; 

3. Change vendor supplied or default passwords; 

4. Ensure that passwords conform with Paciolan’s information security rules and recommendations” 

a. Require all passwords to be at least 7 characters in length; 

b. Require complex passwords, consisting of both numeric and alphabetic characters; and 

c. Require that new passwords for operator user accounts cannot be the same as the four previously used passwords. 

5. Properly dispose of any media containing credit card data; 

6. If Customer receives an unencrypted email from a customer with credit card data notify the customer that they should 

no longer send this information via email and delete email immediately; 

7. Process all credit card related transactions only using the Pac7 application via the ID Tech SRedKey device only; 

8. Establish, publish and maintain an information security policy for Customer Personnel and disseminate to all relevant 

Customer Personnel. Review and update such policy at least annually; and 

9. Ensure all users of the Services and handling functions related to credit cards, review this Addendum and acknowledge 

the responsibilities. 

e. Customer’s or Customer Personnel’s failure to comply with this Addendum may result in (i) loss of Customer’s ability to 

process credit card transactions, (ii) substantial fines and (iii) increased auditing requirements if such failure results in a data breach of 

the credit card information. If Customer or Customer Personnel breach any term of this Addendum, Paciolan may suspend or terminate 

this Addendum and the Services.  

f. If Paciolan is required to undertake remedial action and/or incur penalties, costs and expenses due to Customer’s failure to 

perform its obligations under this Addendum or Customer’s breach of this Addendum, then Customer will reimburse Paciolan for such 

penalties, expenses and costs.  For the purposes of this section, remedial action may include, without limitation, improvements to 

Customer security measures; notice to individuals, credit reporting agencies, public authorities and other entities; Paciolan service 

support; credit monitoring and defense and satisfaction of third party claims.   

g. Customer agrees to defend, indemnify and hold harmless Paciolan, its affiliates, and each of their respective directors, officers, 

managers, employees, members, shareholders and agents and all of their respective successors and permitted assigns (collectively, the 

“Indemnitees”), against, and to hold the Indemnitees harmless from, any and all judgments, expenses, fines, penalties, or other losses 

which may be suffered by, imposed on, or incurred by any of the Indemnitees as a result of: (a) any breach of this Addendum by 

Customer or its agents, subcontractors or employees and  (b) Customer’s violation of any laws, including, without limitation, all 

applicable federal, state and foreign privacy and data protection laws. 

h. Customer shall provide Paciolan with reasonable access to Customer’s applicable facilities, personnel and records to conduct 

a review of Customer’s compliance with this Addendum.   
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EXHIBIT C:  INVESTMENT ADDENDUM 

This entire exhibit has been removed pursuant to section 18(b) of The Local Authority Freedom of Information 

and Protection of Privacy Act, SS 1990-91, c L-27.1 because it discloses financial and commercial information that 

has been supplied in confidence, implicitly or explicitly, to the City of Moose Jaw by a third party (Paciolan, LLC).  

 


